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1. Overall Description:

SA3 thanks RAN2 for providing with the information on EN-DC (R2-1707501). SA3 would like to inform RAN2 of the answers to the questions from RAN2 below.
· Security keys in EN-DC

The number of security keys is FFS in RAN2: 

1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3. a different key for each bearer

Q1.1: Is there any difference from security point of view between the options 1-3 listed above? 
Ans: Yes, SA3 sees difference among options. In Option 2, the same key per bearer type is used in different termination points simultaneously, which is undesirable from security point of view. In option 3, using a different key for each bearer makes key derivation and handling at the UE very complex. Further, it is not considered to use a different key for bearers terminated in the same RAN node (i.e. MeNB or SgNB) for EN-DC in SA3. SA3 considers that the option 1 “a different key per network termination point” should be selected. 
· Actions upon DRB IP check failure
Before answering the second question (Q2 series) on DRB IP (Integrity Protection) check failure, it should be noted that IP for DRB is optional. Therefore, there’s no security issue when IP for SCG DRB is not used.
Then, when IP for DRB is used, the answers for Q2 are as follows.

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
Ans: SA3 confirms that the network and the UE shall discard the failure packets and trigger some kind of failure handling as mentioned by RAN2.
Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?
Ans: The failure handling should be done for each DRB, so the failure for one DRB doesn’t affect other DRBs.
Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 
Ans: There’s no difference between MN and SN, except for existing of DRB IP check handling in SN when DRB IP is used.
2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly request RAN2 to take into account the answers from SA3 for the discussion on EN-DC.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88Bis (Adhoc on 5G)
9-13 October 2017
Singapore

SA3#89
27 November - 1 December
Reno, Nevada (US)
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